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1. Brief Panel Introductions

2. Panel Discussion of KYC Best Practices

3. Questions from the Audience?
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▪ Companies across all industries rely on their own Know-Your-Customer 

(“KYC”) or Customer Due Diligence (“CDD”) to ascertain the identity of their 

customers and counterparties.  

▪ The KYC process encompasses the internal controls and processes to 

adequately identify:

▪ the Ultimate Beneficial Ownership (“UBO”) of customers and counterparties; 

▪ the purpose of payments and the origins of the money; and

▪ money laundering and any other unlawful practices when engaging in 

commercial transactions with these customers and counterparties.  

▪ These internal controls and processes should adhere to domestic laws and 

regulations as well as having to consider international regulations due to the  

increasing over-reaching nature of regulatory bodies.  This translates into the 

continuous scrutiny of new and existing counterparties and vendors through 

to determine whether it is viable to do business with this company from a legal 

perspective based on the regulatory framework. 
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▪ The regulatory requirements are quite different across industries, for example, 

banks and financial institutions have more stringent requirements than any 

other companies with regards to KYC; which has led to the KYC process 

becoming a disjointed endeavour with different criteria depending on which 

team or department should perform this process, the information requested to 

customers and counterparties, and the scope of the process in terms of the 

depth and meticulousness amongst other considerations. 

▪ The main objective of the IECA’s KYC Working Group is to provide guidance 

with regards to the KYC process through the analysis of such process across 

industries identifying key components which can serve as the basis for best 

practices and standards regardless of the jurisdiction.  We intend to produce a 

whitepaper that will address the above guidance on KYC Best Practices, and 

will also provide a detailed description of the benefits of a robust and thorough 

KYC process and an explanation of the possible legal and regulatory 

consequences for not having a robust and well documented KYC process.
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Bank Secrecy Act and USA Patriot Act

▪ The Financial Recordkeeping and Reporting of Currency and Foreign 

Transactions Act of 1970 (31 U.S.C. 5311 et seq.) is referred to as the Bank 

Secrecy Act (BSA). The purpose of the BSA is to require United States (U.S.) 

financial institutions to maintain appropriate records and file certain reports 

involving currency transactions and a financial institution’s customer 

relationships. Currency Transaction Reports (CTRs) and Suspicious Activity 

Reports (SARs) are the primary means used by banks to satisfy the 

requirements of the BSA. The recordkeeping regulations also include the 

requirement that a financial institution’s records be sufficient to enable 

transactions and activity in customer accounts to be reconstructed if 

necessary. 

▪ the Uniting and Strengthening America by Providing Appropriate Tools 

Required to Intercept and Obstruct Terrorism Act (the USA PATRIOT Act) was 

enacted by Congress in October 2001, primarily in response to the 

September 11, 2001 terrorist attacks on the U.S. The USA PATRIOT Act 

established a host of new measures to prevent, detect, and prosecute those 

involved in money laundering and terrorist financing.
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USA Patriot Act Requirement for Financial 

Institutions.
▪ Section 326 of the USA PATRIOT Act, which is implemented by 31 CFR 103.121,

requires banks, savings associations, credit unions, and certain non-federally

regulated banks to implement a written Customer Identification Program (CIP)

appropriate for its size and type of business. For Section 326, the definition of

financial institution encompasses a variety of entities, including banks, agencies

and branches of foreign banks in the U.S., thrifts, credit unions, private banks, trust

companies, investment companies, brokers and dealers in securities, futures

commission merchants, insurance companies, travel agents, pawnbrokers, dealers in

precious metals, check cashers, casinos, and telegraph companies, among many

others identified at 31 USC 5312(a)(2) and (c)(1)(A). As of October 1, 2003, all

institutions and their operating subsidiaries must have in place a CIP pursuant to

Treasury regulation 31 CFR 103.121.
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How are “Financial Institutions” defined?
▪ The CIP rules apply to banks, as defined in 31 CFR 103.11 that are subject to 

regulation by a Federal Banking Agency and to any non-Federally-insured credit 

union, private bank or trust company that does not have a Federal functional 

regulator. Entities that are regulated by the U.S. Securities and Exchange Commission 

(SEC) and the Commodity Futures Trading Commission (CFTC) are subject to 

separate rulemakings. It is intended that the effect of all of these rules be uniform 

throughout the financial services industry.

▪ CFTC Regulation §42.2 Compliance with Bank Secrecy Act. (17 CFR 42.2) Every 
futures commission merchant and introducing broker shall comply with the 
applicable provisions of the Bank Secrecy Act and the regulations promulgated by 
the Department of the Treasury under that Act at 31 CFR chapter X, and with the 
requirements of 31 U.S.C. 5318(l) and the implementing regulation jointly 
promulgated by the Commission and the Department of the Treasury at 31 CFR 
1026.220, which require that a customer identification program be adopted as part 
of the firm's Bank Secrecy Act compliance program. [79 FR 2371, Jan. 14, 2014]
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What are the Minimum Requirements for a CIP?
▪ 31 CFR 103.121 requires a bank to develop and implement a written, board-approved

CIP, appropriate for its size and type of business that includes, at a minimum,

procedures for:

▪ Verifying a customer’s true identity to the extent reasonable and practicable and

defining the methodologies to be used in the verification process;

▪ Collecting specific identifying information from each customer when opening an

account;

▪ Responding to circumstances and defining actions to be taken when a customer’s true

identity cannot be appropriately verified with “reasonable belief;”

▪ Maintaining appropriate records during the collection and verification of a

customer’s identity;

▪ Verifying a customer’s name against specified terrorist lists; and

▪ Providing customers with adequate notice that the bank is requesting identification

to verify their identities.
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The Regulations:

1. AML Programs – General Rules – See 31 C.F.R. Part 1010 (1010.100 

through 1010.980)

2. AML Programs – Rule for Banks – See 31 C.F.R. Part 1020 (1020.100 

through 670)

3. AML Programs – Rule for Futures Commission Merchants and Introducing 

Brokers in Commodities – See 31 C.F.R. Part 1026, including:

a) Anti-Money Laundering Program Requirements (31 CFR 1026.210)

b) Customer Identification Program Requirements (31 CFR 1026.220)

c) Reports of Transactions in Currency (31 CFR 1026.310)

d) Reports of Suspicious Transactions (31 CFR 1026.320)

4. Enforcement, Penalties and Forfeiture: (31 CFR 1010.810 through 850), 

including, among other topics: Enforcement; Civil Penalties; Forfeiture of 

Currency or Monetary Instruments; and Criminal Penalties.

5. FinCEN-US Treasury’s Financial Crimes Enforcement Network is the 

designated administrator of the BSA.
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When to Implement a Company’s KYC Process.
A Company should implement its KYC Process on all new and current 

relationships in accordance with its internal policies which should adhere to the 

principles of domestic laws and regulations as well as to international 

conventions and practices.  

▪ The KYC process is an opportunity for a Company to perform customer due 

diligence (CDD), ensuring that such relationship does not expose the 

Company to undue risk.  BASEL, FATF, and FinCEN are three authorities in 

the AML/CFT field and recommend four elements to KYC.

▪ Customer identification/verification and acceptance policy

▪ Beneficial ownership identification/verification

▪ Development of a risk profile via understanding of the nature/purpose of the 

relationship

▪ Risk Management – ongoing monitoring, on a risk basis.
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How to Identify so-called “Red Flags” in the KYC Process.
▪ The KYC process begins at the onset of a new relationship or before a 

transaction is carried out.  The front office is the first line in the 

implementation of KYC, as that is the entry point for a customer.  In 

conjunction with compliance, legal, and credit the KYC process is 

documented through the collection of customer data and vetting of such data 

to ensure there are no concerns in dealing with the customer.  The Company 

should perform ongoing monitoring of customers on a periodic basis 

depending on the customer’s risk profile.

▪ A Company’s Policy on KYC should provide guidance to the department 

responsible for KYC process.  While there is no universal standard per se, 

CDD should include vetting through appropriate regulatory systems or list, 

such as: FINRA, SEC, FCPA – anti-bribery, OFAC – Sanctions List, U.S. 

Export and Antiboycott rules, UN Sanctions, Country specific 

sanctions/restrictions, and IRS Reports of AML Violators.
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▪ Any customer that is on any regulatory system or list is a Red Flag that 

warrants additional scrutiny .  The Bureau of Industry and Security has 

published a list of Red Flag Indicators:

▪ The customer or its address is similar to one of the parties found on 

regulatory system or list.

▪ The customer or purchasing agent is reluctant to offer information about the 

end-use of the item.

▪ The product's capabilities do not fit the buyer's line of business, such as an 

order for sophisticated computers for a small bakery.

▪ The item ordered is incompatible with the technical level of the country to 

which it is being shipped, such as semiconductor manufacturing equipment 

being shipped to a country that has no electronics industry.

▪ The customer is willing to pay cash for a very expensive item when the terms 

of sale would normally call for financing.
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▪ The customer has little or no business background.

▪ The customer is unfamiliar with the product's performance characteristics but 

still wants the product.

▪ Routine installation, training, or maintenance services are declined by the 

customer.

▪ Delivery dates are vague, or deliveries are planned for out of the way 

destinations.

▪ A freight forwarding firm is listed as the product's final destination.

▪ The shipping route is abnormal for the product and destination.

▪ Packaging is inconsistent with the stated method of shipment or destination.

▪ When questioned, the buyer is evasive and especially unclear about whether 

the purchased product is for domestic use, for export, or for reexport.
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How and When to Address Red Flags with Potential 
Contract Counterparties
▪ If the KYC Process produces a Red Flag, it is imperative that the relationship is 

frozen – meaning no new transactions are permitted until enhanced CDD is 

undertaken.  

▪ Enhanced CDD may include rechecking the specific list or reaching out to the 

customer to verify the provided information.  If the Red Flag is confirmed, the 

department in charge of the KYC process should immediately engage 

compliance or legal to review the item of concern and wait for further guidance 

on the matter.
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▪ Potential criminal or civil liability for Lenders if they violate U.S. sanctions’ 

prohibition on the exportation of services to a Target Country or Target Person 

(which broadly includes any transaction in which a Sanctions Target sees 

direct or indirect benefit of services) or on the facilitation by U.S Persons of 

activities that the U.S. Person could not perform directly. Obviously this would 

include lending money to a sanctions target, or a borrower that uses the loans 

to finance business with Sanctions Targets

▪ Credit and Repayment risk: if a Borrower is or becomes a sanctions target, 

its assets and the loan agreement would become blocked property and any 

payments received by the lenders would have to be placed in a blocked or 

frozen account

▪ Reputational Risk: even transactions that are technically legal under U.S. 

Sanctions regulations can expose banks to franchise and reputational risk, 

such as loans to non-sanctioned companies that engage in certain types of 

business with Sanctions Targets.
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Lender-Protection Provisions in Credit Agreements

▪ Representation that neither the borrower nor any relevant person is a 

Sanctions Target or located in a Target Country. The purpose of this 

representation is to ensure that U.S. financial institutions do not violate 

prohibitions against dealing in blocked property or engaging in transactions 

with Sanctions Targets.

▪ “None of the Borrower, any of its Subsidiaries or [any director, officer, 

employee, agent, or affiliate of the Borrower or any of its Subsidiaries] is an 

individual or entity (“Person”) that is, or is owned or controlled by Persons that 

are:  (i) the target of any sanctions administered or enforced by the U.S. 

Department of the Treasury’s Office of Foreign Assets Control (“OFAC”), the 

U.S. Department of State, the United Nations Security Council, the European 

Union, Her Majesty’s Treasury, or other relevant sanctions authority 

(collectively, “Sanctions”), or (ii) located, organized or resident in a country or 

territory that is the subject of Sanctions, including Crimea, Cuba, Iran, North 

Korea, and Syria).”
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▪ The Borrower, its Subsidiaries and their respective directors, officers and 

employees and, to the knowledge of the Borrower, the agents of the Borrower 

and its Subsidiaries, are in compliance with the Foreign Corrupt Practices Act 

of 1977, as amended, and the rules and regulations thereunder (the “FCPA”) 

and any other applicable anti-corruption law,  in all material respects.  The 

Borrower and its Subsidiaries have instituted and maintain policies and 

procedures designed to ensure continued compliance with applicable 

Sanctions, the FCPA and any other applicable anti-corruption laws.

▪ Use of Proceeds Covenant. Lenders may also seek an undertaking that the 

borrower will not use loan proceeds to finance business with Sanctions 

Targets.

▪ This is particularly important if:

▪ the loan proceeds are not fully dedicated to particular, non-sanctions-related uses 

(such as specified acquisitions or investments);

▪ due diligence indicates that the borrower has operations in or with Sanctions 

Targets; and operations with sanctions targets are material or have significant 

capital needs (particularly current or impending needs) that are not expressly 

funded from a source other than the loans.  
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▪ The covenant protects against U.S. Persons “exporting” financial, legal or 

other services to or for the benefit of a Sanctions Target, or facilitating a 

transaction that they are prohibited by sanctions from engaging in directly. 

▪ “The Borrower will not, directly or indirectly, use the proceeds of the Loans or 

Letters of Credit, or lend, contribute or otherwise make available such 

proceeds to any subsidiary, joint venture partner or other Person, (i) to fund 

any activities or business of or with any Person, or in any country or territory, 

that, at the time of such funding, is the subject of Sanctions [except to the 

extent permissible for a Person required to comply with Sanctions], 

(ii) in any other manner that would result in a violation of Sanctions by any 

Person (including any Person participating in the Loans or Letters of Credit, 

whether as Administrative Agent, Arranger, Issuing Bank, Lender, underwriter, 

advisor, investor, or otherwise), or (iii) in furtherance of an offer, payment, 

promise to pay, or authorization of the payment or giving of money, or 

anything else of value, to any Person in violation of the FCPA or any other 

applicable anti-corruption law.”
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▪ In the U.S., there is not a general Federal data protection statute, unlike the 

General Data Protection Rule (GDPR) in the E.U. There are various sector-

specific Federal laws that provide data protection standards in certain areas 

of the U.S. economy. Also, many States have data protection laws, the most 

advanced of which is California.

▪ This is relevant in any KYC Process, because of the non-public information 

about a customer that is often required to be obtained in order to comply with 

applicable customer identification and ultimate beneficial owner identification 

requirements that must be met.

▪ Protection from hacking and notice when data has been hacked are essential.

▪ In addition, many U.S. and State laws require “anonymization” of data, so that 

a particular individual or entity cannot be identified when that data is made 

public in support of various causes.

▪ However, the U.S. Census Bureau reported that, following testing of its 

anonymized data, over 1/3 of the individuals could be “re-identified” through 

the use of high-speed computer systems comparing various datasets. This 

alarming fact will undoubtedly lead to new requirements in the near future.
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IECA’s KYC Working Group to Produce White 

Paper.

1. Description of “Best Practices” to include in the KYC Processes for various 

types of energy market participants.

2. Sample KYC Data Questionnaires for different types of companies tailored to 

their role in the U.S. energy industry and the requirements of their respective 

regulators,

3. Suggestions to address safeguarding non-public data obtained in the KYC 

Process in light of Data Protection Laws.

4. Pros and Cons of Using Third Party Vendors for KYC Processes.

5. And More. Stay Tuned!
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Audience Questions?
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